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Project Introduction 

⬡ Console Application

⬡ Database Scanner

⬡ Web Application
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Microsoft IIS

⬡ Cylosoft servers run IIS

⬡ Multiple sites on server

⬡ New log file per site per day
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Console Application

⬡ ≈ 500 lines

⬡ Config file

⬡ 4 database tables (Azure)

⬡ Languages

∙ Python

∙ C#

∙ .NET
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Database structure

⬡ 4 database tables

∙ Main log table

∙ (Test log table)

∙ Server list table

∙ Server values table

∙ Error log table
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Console Application Testing

⬡ Individual Component/Unit Testing

⬡ Local Testing- Server simulators

∙ Local IIS system

∙ Python scripts

⬡ Acceptance Testing- Client test server

Presenting: Ben Feddersen



Console Application Demo
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Web Application 

⬡ Consolidated data location

⬡ Simple Visualization of data

⬡ Easy to filter

⬡ Easy to access

Presenting: Ben Feddersen



Web Application Demo
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Static Database Scanning

⬡ .Net Core Program That Periodically Scans

⬡ Looks for Attacks

⬡ Scans for Flooding, SQL Injection, OS, and 

Authentication attacks
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Database Scanner Testing

⬡ Isolation

⬡ Interface

⬡ Acceptance
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Database Scanner Demo
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Technical Challenges
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Console Application
⬡ Originally written in Python

⬡ Rewritten in C# using .NET

⬡ Error log failed database connection

⬡ Resume scanning after crash

⬡ Truncating data silently

⬡ Decoding special characters
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Web Application

⬡ Connecting to UIs

∙ Telerik

∙ Kendo ASP.NET MVC UI

⬡ Auto-refresh

⬡ Large data requests
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Switch to Scanner
⬡ AI

∙ Had limited training data

∙ Inexperienced

∙ Solution

Presenting: Presiian Iskrenov



Engineering Requirements

Presenting: Giovanni Mejia

⬡ Functional

⬡ Non-Functional



Functional Requirements
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⬡ Microsoft ISS generating text-based log files per web request

⬡ Console-based Application, created to find the log file for what site is 

being monitored

⬡ Database scanning application, created to monitor the log files and 

identify any suspicious web activity with Cloud-Flare API



Non-Functional Requirements

Presenting: Giovanni Mejia

⬡ Scalability of the system

⬡ Accomadation of high volumes of web traffic

⬡ Restricted access to approved users and rightfully blcoking 

suspicious traffic when identified.



Engineering Standards
⬡ IEEE 1028-1997 Standard for Software Unit Testing

∙ Specific Unit Testing procedures/requirements

⬡ IEEE 12207-2017 Software Life Cycle Process

∙ Process employed for controlling and improving software 

life

⬡ IEEE 16326-2009 Project Management

∙ Specifications for project management in terms of 

preparation for project plans
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Engineering Constraints
⬡ Covid

⬡ Team Size

⬡ Legal Obligations

⬡ Time Constraints

⬡ Acceptance Testing
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Team Members

Ryan Burgett
Software Engineering

Scanning Team

Presiian Iskrenov
Software Engineering

Scanning Team

Giovanni Mejia
Computer Engineering

Scanning Team

Jordan Heim
Cyber Security Engineering

Scanning Team

Eric Reuss
Software Engineering

Scanning Team

Ben Feddersen
Software Engineering

Web App Team
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Thanks!
Any questions?

Email Us At:

sdmay21-16@iastate.edu
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