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Microsoft IIS

Cylosoft servers run IS O e pate mdid ype
W3SVC1 2/12/2021 4:07 PM File folder

M u |t|p|e SlteS on server W3sVC2 1/20/2021 4i27 PM Filefolder
W3SVC3 2/23/2021 3:40 PM File folder

| | README.txt 1/22/2021 3:13 PM Text Document

New log file per site per day

[ ] Name Date modified Type

D u_ex210108.log 1/8/2021 4:30 PM Text Document

_ u_ex210111.log
| u_ex210113.log

| u_ex210118.log
| u_ex210202.log
| u_ex210203.log
| u_ex210212.log

1/11/2021 4:24 PM
1/13/2021 3:33 PM
1/18/2021 3:35 PM
2/2/2021 1:33 AM
2/2/2021 11:50 PM
2/12/2021 4:08 PM

Text Document
Text Document
Text Document
Text Document
Text Document

Text Document
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Console Application

= 500 lines h

Config file '
4 database tables (Azure)

Languages
Python
C
NET
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Database structure

date-time universal-site-id c-ip cs-username  s-sitename  s-computemname  s-ip s-port cs-method cs-uri-stem  cs-uri-query sc-status
1 [2021-02122 .000 | 23 6.51 - NULL NULL 10.16.16.44 GET / - 200
2 23 - NULL NULL 10. 6.44 GET THNAP1/ - 404
3 24 : - NULL NULL B GET / - 200
4 atabase tables y y : NUL oL GET  fissarpm - 20
5 24 - NULL NULL GET ffavicon.ico - 404
6 : 24 5 - NULL NULL GET / - 304
7 2021-01-13 19:54:30. 24 1 - NULL NULL GET ! - 304
L] 8 2021-01-131 32.000 24 - NULL NULL GET ! - 304
IVI a I n | O ta b | e 2021-01-13 19:54:34.000 24 8 - NULL NULL GET / - 304
2021-01-13 19:54:36.000 24 8 - NULL NULL GET ! - 304
2021-01-13 19:54:38.000 24 8 - NULL NULL GET - 304
2021-01-131 0 24 - NULL NULL GET - 304
3 2021-01-13 19:54:41.000 24 8 - NULL NULL GET / - 304
2021-01-13 19:54:42.000 24 1 - NULL NULL GET ! - 304
e S O g a e 2021-01-13 19:54:44.000 24 8 - NULL NULL GET - 304
2 000 24 o - NULL NULL GET i - 304

0 24 8 - NULL NULL B GET ! - 304

Server list table

server-id site-id site-name site-url universal-site-id folder-path count
1 NULL NULL 17 C:\Users\brfed\Desktop\LogFolde\W3SVC1 305
NULL NULL 18 C:\Users\brfed\Desktop\LogFolde\W3SVC2 159
136

N
o

NULL NULL
NULL NULL
NULL NULL
DrakeNation https://www.drakenation.com/
NULL NULL
NULL NULL
NULL NULL
NULL NULL
NULL NULL

-
'S

Server values table
Error log table
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Console Application Testing

Individual Component/Unit Testing

Local Testing- Server simulators
Local IIS system
Python scripts

Acceptance Testing- Client test server
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Console Application Demo

Jupyter Noteb X + (+] ¥ ServerSimulator(2) - Jupyter Not X +

(-]

C @ localhost:8888/notebooks/Desktop/SeniorDesign/sdmay21-16/Consol.. & % % @

Reading list Apps ap d ¢ ql y gh mgh
. (4 o

Logout

C @ localhost:8888/notebooks/Desktop/SeniorDesign/sdmay21-16/Consol.. & % % @

By &d i3c ©5 i@yt &m ) oh @ moh » » Reading list
= Jupyter ServerSimulator (ssmed canges) @ — Jupyter ServerSimulator(2) usswd s Logout
File  Edit  View nset  Cel Kernel  Widgets  Help ot Python3 @ File  Edt  View nset  Cell Kernel

[Python 3 @
B+ % @B 4 ¢ MHRn B CH»

Code

B+ ¥ @B 4+ ¥ HRin B C » code

M #gauthor brfedd In [*]1: M #outhor brfedd
#This is an application that I am writing to test the console application. #This is an application that I am writing to test the console application.
#a server's actions on a Log file by constantly adding Lines to a sample Log #a server's actions on a Log file by constantly adding Lines to a sample Log
#test the console application’s ability constantly read a dynamic log File ar #test the console application’s ability constantly read a dynamic log file ar
#the Azure database. #the Azure database.
import time import time
filepath = "C:/Users/brfed/Desktop/sample_log. log filepath = “C:/User ed/Desktop/sample_log2.log"
with open(filepath) as f: with open(filepath) as f:
line = f.readline() line = f.readline()
while line: while line:
time.sleep(1) time.sleep(@.5)
£2 = open("C:/Users/brfed/Deskt gt £2 = open("C
f2.write(line) f2.write(line)
print("Added entry from simula . print("Added entry from simulated site #2°)
f2.close f2.close

Users/brfed/Desktop/LogFolder/W3SVC2/dynamic. log", "a"

line = f.readline() line = f.readline()
Added entry from simulated site Added entry from simulated site
Added entry from simulated site Added entry from simulated site
Added entry from simulated site Added entry from simulated site
Added entry from simulated site Added entry from simulated site
Added entry from simulated site Added entry from simulated site
Added entry from sinulated site Added entry from sinulated site
Added entry from sinulated site Added entry from sinulated site
Added entry from sinulated site Added entry from sinulated site #2
Added entry from sinulated site

,O Type here to search

4/26/2021
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Web Application

Consolidated data location
Simple Visualization of data
Easy to filter

Easy to access

2021-01-15 21:02:43 10.9.0.4 GET / - 443 - ]

5 .9.0. 18 +U;+Windows+NT+5.2;+en-US;+rv
2021-01-15 21:02:44 10.9.0.4 GET /BVModules/Themes/RemedyNails2019 /sty f4BVW58F-Q61UqQZep4Ly
2021-01-15 21:02:44 10.9.0.4 GET /WebResource.axd d=pynGkmcFUV13HelQd6 TZAOZULmEV\qu:qulF\'uﬂuRRR
2021-01-15 21:02:44 10.9.0.4 GET /WebResource.axd d=3aJe5EVz5a65qIRd-GY67mI5G15QqTXDivCUtK-eFlpemeb5M’
2021-01-15 21:02:44 10.9.0.4 GET /BVModules/Themes/RemedyNails2019/styles/css v=Y4BVW58F-Q61UqQZep4Ly
2021-01-15 21:02:44 10. GET /BVModules/Themes/RemedyNails2019/s 4BVWS58F-Q61UqQZep4L;
2021-01-15 21:02:44 10.9.0.4 POST / - 443 - 162.158.183.171 Mozilla/5.0+(Windows;+U;+ Windows+NT+5.2;+en-US
2021-01-15 21:02:45 10.9.0.4 GET /WebResource.axd d=pynGkmcFUV13He1Qd6_TZA0zOkmEwjdQsqtyN1FY60uR85
2021-01-1521 510.9.04 G bResource.axd d MELz33nwnak]fnTGB8aTy80cdnNShvF-kQasKBH
2021-01-1521 d=3aJe5EVz 5qIRd-GY67mI5G15QqTXDivCUtK-eFlpemeb5M®
2021-01-15 21: z5a65qIRd-GY67mI5G15QqTXDivCUtK-eFlpemeb5M’
2021-01-1521 ‘4510‘304GFT," 4417
2021-01-15 21:02:45 10.9.0.4 GET /- 443 - 58.183. lla/5.0+(Windov
2021-01-15 21:02: .9.0.4 G - 443 - 172.68.182.34 Mozilla/5.0+(Windows;

2021-01-1521 .9.0.4 G - 443 - 162.158.183.139 Mozilla/5.0+{Window

2021-01-1521 .9.0.4 G -443-17

"0 ’l 01-15 21 B4

GET /- 443 -172.68.182.112 Mozilla/5.0+(Windows;+U;+Windows+NT+5.2;+en-US; +1v
a d 3'I|E5E‘IZ 5qlRd- l;‘r’ﬁ?mlS(Jl‘?QqT\Dl\'f U[I\-eFIpem:-bSM‘

date_time

10914
10914
10914
10.9.14
10814
DrakeNation it 62 10.9.1.4
10914

10814
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Web

OQ Fik Ede Vew Gt Projt Buld Debug Tt Aesher  Teols Eitenwioms Widow Help  Sewch(Cl P isteglesat Soutian Expleres rex
B ©-BCIR S
-5 @ 9.0 2, 2 s -e- J
°-C memMWe Oebug < Any GRU P Lol GoogleChome) - & < B @, = 3w MU0, s, it 4
T Sobsion SLog QL' 3 o 3 prejecs)
fenchislog

| rel="stylesneet’

R ro1- sty Loaneet

20319: /UMISVC/1/A0OT/ 1TS54 0p Medsis y\aac 5t - Skippes loading sysvols. Nodile is cotieized and the debugper option ‘Just Wy Code® is essbly
AGSVE 173007, veosit A 11" Skipped loading sysbals. Nodule is optisized and the debusger option ‘dust Wy Cose’
36316: /LVAISVC/1/R00T/ 15k 04 Messite Visuat ine.Dush 1", Skipped Loading sysbols. Noduls fs optinized and the debugger of

A5 T Fitesii b beanons 611
" Skizped lowsing symools, Medule is optintzed and the devgger aotion Just My Code’ ds enmbles.




Static Database Scanning

.Net Core Program That Periodically Scans

Looks for Attacks

Scans for Flooding, SQL Injection, OS, and
Authentication attacks
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Database Scanner Testing

Isolation
Interface

Acceptance
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Database Scanner Demo

k‘; SQLQuery1.sql - cyseniordesign.database.windows.netsdmay21-1 maydev1 (62))* - Microsoft SQL Server Management Studio Quick Launch (Ctrl+Q)

File Edit View Query Project Tools Window Help
-0 8- -2 Brvaey BRIRAP (XD -
| sdmay21-16 ~ | P Bxecute v 35

Object Explorer v i x
Connect~ ¥ ¥

ry1.sql - cy...6 (sdmaydev1 (62))* + X
/*¥*¥¥* Script for SelectTopNRows command from
ISELECT TOP (1000) [date-time]
, [universal-site-id]
»[e-ip]
, [s-sitename]
, [s-computername]
> [s-ip]
> [s-port]
, [cs-method]
, [cs-uri-stem]
, [cs-uri-query]
, [sc-status]
, [sc-substatus]
, [sc-win32-status]
, [sc-bytes]
, [cs-bytes]
, [time-taken]
,[cs-version] -
.[cs(User-Agent)]

= s cyseniordesign.database.windows.net (S
= # Databases
System Databases
@ sdmay21-16
[ ¥ Database Diagrams
Tables
System Tables
External Tables
GraphTables
@ B8 dbo.ErrorLogging
B dbo.LogTable
1 B8 dbo.ServerList
& B8 dbo.ServerValues
BB dbo.sysdiagrams
# B8 dbo.TestLogTable
Views
External Resources
Synonyms
Programmability
[ ¥ Query Store
@ [ Extended Events
[ ¥ Storage
@ W Security
[ ¥ Integration Services Catalogs

100% ~
EE Results g Messages

date-time universal-site-id  c-ip s-sitename  s-computername  s-ip s-port cs-method  cs-uri-stem cs-uri-query sc-status  sc-substatus sc-win32-status  sc-bytes

{2021-04-24 025148000 | 3 16215874218 NULL NULL 10014 443 GET IShwMessage SELECT 404 0 2 NULL
2021-04-24 0251:48.000 1726834145 NULL 109,14 POST WebSenvicesTopics.asmy/SelectTopicsPaged NULL
2021-04-24 02:51:47.000 172606316 NULL U 109.14 poST IWebSenvices/Topics.asmx/SelectTopicsPaged - NULL
2021-04-24 02:51:46.000 17268.34.145 109,14 IWebSeniceslUsers.asmxis : NULL
2021-04-24 02:51:46.000 172.68.34.145 109.14 3 /WebServices/Topics.asmx/js -
2021-04-24 02:51:46.000 17268.34.145 10914 /ShwMessage aspx TopiciD=136461&Pagelndex=11
2021-04-24 02:51:46.000 172.68.34.145 109.14 /WebServices/WhosOn.asmx/js -
2021-04-24 02:51:46.000 172696316 109.14 IWebSenicesTopics.asmxijs -
2021-04-24 02:51:46.000 172696316 10014 IWebSenicesWhosOn.asmujs -
2021-04-24 02:51:46.000 172696316 10014 IWebSeniceslUsers.asmyjs 3
2021-04-24 02:51:46.000 172696316 10014 [ShwMessage.aspx TopiclD=1525228Pagelndex=2
2021-04-24 02:51:43.000 1726834215 NU 10014 /WebSenvices/Topics.asmu/SeleciTopicsPaged -
2021-04-24 02:51:43.000 1726834215 NU 10014 WebSenices/Topics.asmu/SeleciTopicsPaged -
2021-04-24 02:51:43.000 1726834215 NU u 109.14 skins/drakenation/images/Common/Textures!
2021-04-24 02:51:43.000 1726834215 NU 109,14 WebServices/WhosOn asmijs
2021-04-24 02:51:43.000 1726834215 10914 443 IWebSenices/Users.asmxis

ully. o i n.database.win.. sdmaydev1 (62) sdmay21-16 00:00:00 1,000 rows
Ln4 Col 14 Ch 14 INS

B = 9 * = & 8 ®

H o m mom ) U@ ™SRy @ W D A R = 7z es2em [
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Technical Challenges
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Console Application

Originally written in Python

Rewritten in C# using .NET y
Error log failed database connection

Resume scanning after crash
Truncating data silently

Decoding special characters
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Web Application

Connecting to Uls
Telerik
Kendo ASP.NET MVC Ul

Auto-refresh

Large data requests

i .. b
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Switch to Scanner @

Al ).
Had limited training data
Inexperienced
Solution
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Engineering Requirements

Functional

Non-Functional

Presenting: Giovanni Mejia ‘;5_
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Functional Requirements

Microsoft ISS generating text-based log files per web request

Console-based Application, created to find the log file for what site is
being monitored

Database scanning application, created to monitor the log files and
identify any suspicious web activity with Cloud-Flare API
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Non-Functional Requirements

Scalability of the system
Accomadation of high volumes of web traffic

Restricted access to approved users and rightfully blcoking
suspicious traffic when identified.
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Engineering Standards

IEEE 1028-1997 Standard for Software Unit Testing
Specific Unit Testing procedures/requirements

IEEE 12207-2017 Software Life Cycle Process
Process employed for controlling and improving software
life

IEEE 16326-2009 Project Management
Specificationsfor project management in terms of
preparation for project plans
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Engineering Constraints '

Covid

Team Size

Legal Obligations
Time Constraints

Acceptance Testing




Team Members

Ryan Burgett Presiian Iskrenov Giovanni Mejia Jordan Heim Eric Reuss Berrfeddersen —
Software Engineering Software Engineering Computer Engineering Cyber Security Engineering Software Engineering SSTrware Engineering -
Scanning Team Scanning Team Scanning Team Scanning Team Scanning Team Web ASp Teat
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Thanks! -

Any questions?
Email Us At:
sdmay21-16@iastate.edu
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